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Healthcare providers are accustomed to the privacy and security rules contained within the Health
Insurance Portability and Accountability Act (“HIPAA” or the “Act”) – particularly as they apply to
the careful management of patient information. On April 24, 2015, the Health and Human Services
Office for Civil Rights (OCR) issued important guidance regarding HIPAA’s application to employee
health and wellness programs. OCR is responsible for enforcing the Act’s privacy and security rules.
The HIPAA privacy and security rules generally apply to “covered entities” – defined as (1) A
health plan; (2) A health care clearinghouse; or (3) A health care provider who transmits any health
information in electronic. The rules also apply to “business associates.” The Act is most often
associated with medical records generated by a health care provider. An employer – solely by hiring
and paying an employee – is not impacted by the obligations of the Act. In general, the Act does not
apply to an employee’s employment records.
OCR’s recent guidance addresses two important issues: 1) when does the Act extend to an
employer’s health and wellness program; and 2) when may a health plan provide a sponsor
employer with access to a participant’s protected health information (PHI).
The recent guidance makes clear that the application of the Act depends upon the structure of the
employer’s health and wellness plan. Note that a health plan is a “covered entity” and is subject to
the Act. OCR noted that a health and wellness program that is offered to employees as part of the
employer’s health plan benefit is covered by the Act and its rules. A health and wellness program
that is not part of a health plan is not covered by the Act and its rules – though other federal and
state laws may apply to protect the confidential nature of such information.
In many instances, an employer (as the health plan’s sponsor) may administer the health and
wellness program (among other elements of the plan). A health plan (a “covered entity” and subject
to the Act) may provide an employer-sponsor access to an employee’s health information under
limited circumstances where the employer-sponsor is involved in administering the program. In
particular, the employer-sponsor may provide access to the employee’s PHI only to permit the
employer-sponsor to perform its administrative functions and agree to modify its plan documents
and certify that it will:1
1. Establish adequate separation between employees who perform plan administration functions and those who do not;
2. Not use or disclose PHI for employment-related actions or other purposes not permitted by
the Privacy Rule;
3. Where electronic PHI is involved, implement reasonable and appropriate administrative,
technical, and physical safeguards to protect the information, including by ensuring that
there are firewalls or other security measures in place to support the required separation
between plan administration and employment functions; and report to the group health plan
any unauthorized use or disclosure, or other security incident, of which it becomes aware.
Health plans and employers (particularly those within the health care industry where HIPAA
1 See 45 C.F.R. § § 164.314(b) and 164.504(f)(1)(i) and (f)(2).
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awareness is already high) should be prepared to proactively address the protection of and access afforded to an
employee-participants’ PHI. In addition, since the health plan (as a “covered entity”) has specific obligations related
to any PHI breach, health plan and employer-sponsor should carefully and thoroughly review the privacy and security
protection provided to all employee-participant PHI.
If an employee-sponsor does not perform administrative functions on behalf of the health plan, access to an employeeparticipant’s PHI is further limited. In particular, in such instances, the health plan may only disclose: 1) information on
which individuals are participating in the plan or enrolled in the health insurance issuer or HMO offered by the plan; and
2) summary health information to the extent requested for purposes of modifying the plan or obtaining premium bids for
coverage under the plan.
For more information regarding OCR’s application of the HIPAA Privacy Rule to Workplace Wellness Programs, see,
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/wellness/index.html (accessed April 27, 2015).
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