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HHS Proposes Changes to HIPAA Privacy Rule—
Accounting for Disclosures to Be Revised 
and “Access Report” Requirements Added

On May 31, 2011, the Department of Health and Human Services (HHS) 
published a Notice of Proposed Rulemaking1 (Proposed Rule) to amend the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy 
Rule.2 The Proposed Rule would revise the current requirements that covered 
entities provide consumers with an accounting for disclosures of protected 
health information and add a new requirement that covered entities provide 
consumers with “access reports” detailing who has accessed protected health 
information about the individual in an electronic designated record set.3 The 
Proposed Rule is based on Health Information Technology for Economic and 
Clinical Health (HITECH) Act requirements as well as the general authority of 
HHS to issue the HIPAA privacy rules. The deadline for submitting public com-
ments regarding the Proposed Rule is August 1, 2011.

Accounting for Disclosures

The Proposed Rule would revise the Privacy Rule’s existing accounting for 
disclosures requirements,4 including changes: 

To revise the rule to identify those disclosures which must be included, •	
rather than the existing formulation that identifies disclosures that are 
exceptions to the accounting requirement. 
– The Proposed Rule would require that any unauthorized disclosures 

of protected health information that did not already result in a 
breach notification to the individual be disclosed in the accounting. 

– Other disclosures that would have to be included in the accounting 
are disclosures for: public health activities (other than child abuse 
and neglect); judicial and administrative proceedings; law enforce-
ment purposes; averting a serious risk to health or safety; certain 
military and veteran activities, State department medical suitability 
determinations, and certain government benefit programs; and 
workers compensation purposes.

•	

1 76 Fed. Reg. 31,426 (May 31, 2011) (available online at http://www.gpo.gov/fdsys/pkg/FR-
2011-05-31/pdf/2011-13297.pdf )

2 45 C.F.R. Part 164
3 HHS also is proposing a corresponding revision to the content of HIPAA-mandated notices of 

privacy practices, which would require the provision of revised notices by covered entities.
4 45 C.F.R. § 164.528



Page 2Arnall Golden Gregory LLP

Client Alert
To limit the disclosure obligation to information in designated record sets. •	 5

To reduce the amount of time a covered entity has to respond from 60 days to 30 days (with the pos-•	
sibility of one 30-day extension).
To expressly reference business associates in the standard.•	

Access Report

In addition to revising the existing accounting for disclosures requirements, the Proposed Rule also would 
add a new requirement that covered entities provide individuals, upon request, with an “access report” 
indicating instances in which protected health information in electronic designated record sets has been ac-
cessed (other than patient safety work product). The access report would be required to include the date of 
access; time of access; the name of the natural person accessing the designated record set, if available, or the 
name of the accessing entity; a description of what information was accessed, if available; and a description 
of action taken by the user, if available (such as “create”, “modify”, “access” or “delete”). 

As with the accounting for disclosures, the covered entity would have 30 days from the date of the request 
to provide the access report, with the possibility of a single 30-day extension. The report would have to 
cover access to electronic designated record sets (including those held by business associates) that occurred 
in the three years prior to the date of the request, although the individual could request an access report 
cover a shorter period of time. The Proposed Rule also addresses the form and format of the access report 
to be provided. Fees also are addressed. The first access report requested in a 12-month period would be 
free to the individual and the covered entity would be permitted to charge a reasonable, cost-based fee for 
subsequent requests.6

Differences Between the Access Report and the Accounting

The access report would be separate from the required accounting for disclosures and the two reports differ 
in several respects. The access report, for example, only would apply to electronic designated record sets, 
while the accounting for disclosure requirements would apply to all designated record sets, including paper 
files. In addition, while the accounting for disclosures requirement only would apply to disclosures of the 
type specified in the rule, the new access reports would be required to include the specified information 
about access to protected health information through the electronic designated record set, including access 
for internal use by the covered entity’s own workforce. HHS expects that access reports will be “gathered and 
aggregated” from audit logs for each electronic designated record set.7
5 Designated Record Set is defined in 45 C.F.R. § 164.501 to mean: “(1) A group of records maintained by or for a covered entity 

that is:  (i) The medical records and billing records about individuals maintained by or for a covered health care provider; (ii) 
The enrollment, payment, claims adjudication, and case or medical management record systems maintained by or for a health 
plan; or (iii) Used, in whole or in part, by or for the covered entity to make decisions about individuals. (2) For purposes of this 
paragraph, the term record means any item, collection, or grouping of information that includes protected health information 
and is maintained, collected, used, or disseminated by or for a covered entity.”

6 Access report requirements would be codified at 45 C.F.R. § 164.528(b).  See 76 Fed. Reg. 31,448-31,449 for the text of the pro-
posed requirements.

7 76 Fed. Reg. 31,436
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The Proposed Access Report Differs from HITECH Act Requirements

The access report is required, in part, by HITECH Act § 13405(c). The Proposed Rule, however, differs signifi-
cantly from the requirements of § 13405(c). The Proposed Rule, for example, would apply to all protected 
health information in electronic designated record sets, not only the electronic health records referenced in 
§ 13405(c). The access report requirement also would apply to access rather than only disclosures of pro-
tected health information in electronic designated record sets. Further, the Proposed Rule would not include 
an option for covered entities to provide individuals with a list of its business associates as an alternative to 
including information from the business associates in the required access report.8 HHS is citing its general 
authority to issue HIPAA privacy rules as authority for these changes.

Effective Dates

HHS is proposing that compliance with the changes to the accounting for disclosure requirements would 
be required 240 days after the publication of the final rule. Compliance with the new access report require-
ments would be staggered, with compliance required by January 1, 2013, for electronic designated record 
set systems that were acquired after January 1, 2009. Access reports would be required by January 1, 2014, 
for electronic designated record sets acquired prior to January 1, 2009.9

8 76 Fed. Reg. 31,437
9 76 Fed. Reg. 31,441-31,442


