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Heightened Importance for March 1, 2017 HIPAA Small Breach
Reporting Deadline
H. Carol Saul and Madison M. Pool

With OCR’s recent announcement of its first enforcement action for lack of timely breach notification
and its increased focus on small breaches, the upcoming annual reporting deadline for small
breaches takes on increased significance. HIPAA covered entities should ensure that they do not
miss the March 1, 2017, reporting deadline for breaches of unsecured protected health information
that were discovered in 2016 and affected fewer than 500 individuals.

Background & Reporting Requirement
In addition to requiring notification to affected individuals following a breach of unsecured protected
health information (“PHI”), HIPAA requires covered entities to notify the Secretary of the U.S.
Department of Health and Human Services (the “Secretary”) of such breaches as well.1 For
breaches that affect 500 or more individuals, covered entities are required to report the breach to
the Secretary no later than 60 days following discovery.2 In contrast, for breaches that affect fewer
than 500 individuals, a covered entity must maintain a log or other documentation of the breaches
but has the option to wait to notify the Secretary until no later than 60 days after the end of the
calendar year in which the breaches were discovered.3
For breaches of unsecured PHI discovered in 2016 and affecting fewer than 500 individuals, the
deadline to notify the Secretary is March 1, 2017.
Note that a covered entity is not required to wait until the deadline to report small breaches, and
may report them prior to the deadline after such breaches are discovered.4 A breach is considered
“discovered” as of the first day on which the breach is known to any workforce member or agent
of the covered entity (other than the person committing the breach), or would have been known by
exercising reasonable diligence.5 Covered entities are also responsible for logging and notifying the
Secretary of breaches that are discovered by their business associates and reported to the covered
entity.6
Covered entities must report all breaches via the U.S. Department of Health and Human Services
Office for Civil Rights (“OCR”) online Breach Portal.7 The portal may be used to submit an “Initial
Breach Report” or an “Addendum to Previous Report.”8 Thus, covered entities should be prepared
to submit—at a minimum—initial notice to the Secretary through the portal no later than March
1, 2017, of any breach of unsecured PHI discovered in 2016 which affected fewer than 500
individuals.

1 45 CFR 164.408(a).
2 45 CFR 164.408(b).
3 45 CFR 164.408(c).
4 U.S. Dept. of Health & Human Services, Submitting Notice of a Breach to the Secretary, http://www.hhs.gov/hipaa/forprofessionals/breach-notification/breach-reporting/index.html (last visited Jan. 26, 2017).
5 45 CFR 164.404(a)(2).
6 See 45 CFR 164.404(a)(1) and 164.410(1).
7 45 CFR 164.408(c). The Breach Portal may be accessed at the following web address: https://ocrportal.hhs.gov/ocr/
breach/wizard_breach.jsf?faces-redirect=true (last visited Jan. 26, 2017).
8 Id.
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OCR Enforcement: 2017 Resolution Agreement for Untimely Breach Report and Increased Focus on
Small Breaches
In the first resolution agreement announced in 2017, Presence Health agreed to settle potential violations of the HIPAA
Breach Notification Rule by paying $475,000 and implementing a corrective action plan.9 This resolution agreement
marks the first HIPAA enforcement action for lack of timely breach notification.10 Accordingly, covered entities should be
aware of the significance that OCR places on timely breach reporting and ensure that all required breach reports are filed
within the time required. (For more detail on and analysis of this recent resolution agreement, please click here.11 )
In addition, OCR Regional Offices investigate reported breaches. The Regional Offices investigate all breaches involving
the PHI of 500 or more individuals, and have historically investigated breaches affecting fewer than 500 individuals
less often at their discretion.12 However, in August 2016, OCR announced that it has increased its review13 of smaller
breaches. One of the factors that OCR indicated that Regional Offices may consider in determining which small breaches
to investigate is “the lack of breach reports affecting fewer than 500 individuals when comparing a specific covered entity
or business associate to like-situated covered entities and business associates.”14 In other words, OCR may choose to
investigate a covered entity based on a lack of the expected number of breach reports as well as breach reports actually
filed.
Taken together, the recent resolution agreement and OCR’s focus on small breaches—including attention to whether
breach reports are being submitted as expected—underscore the importance of reporting breaches when required.

9 U.S. Department of Health and Human Services Office for Civil Rights, First HIPAA enforcement action for lack of timely breach notification settles
for $475,000 (Jan. 9, 2017), available at https://www.hhs.gov/about/news/2017/01/09/first-hipaa-enforcement-action-lack-timely-breach-notificationsettles-475000.html.
10 Id.
11 Kevin Coy, Arnall Golden Gregory LLP, HIPAA Breach? Notify Promptly or Face Significant Potential Fines from HHS OCR (Jan. 24, 2017), available
at http://www.agg.com/hipaa-breach-notify-promptly-or-face-significant-potential-fines-from-hhs-ocr-01-24-2017/.
12 HHS Office for Civil Rights Listserv posting, OCR Announces Initiative to More Widely Investigate Breaches Affecting Fewer than 500 Individuals,
from OCR HIPAA Security Rule information distribution [mailto:OCR-SECURITY-LIST@LIST.NIH.GOV] On Behalf Of OS OCR SecurityList, OCR (HHS/
OS) to OCR-SECURITY-LIST@LIST.NIH.GOV, sent Aug. 18, 2016 11:06 AM (copy on file with author) [hereinafter OCR E-mail].
13 Sherman A. Cohen, Kevin L. Coy, and Madison M. Pool, Arnall Golden Gregory LLP, HHS Office for Civil Rights to Increase Investigation
of Small HIPAA Breaches (Aug. 29, 2016), available at http://www.agg.com/hhs-office-for-civil-rights-to-increase-investigation-of-small-hipaabreaches-08-29-2016/.
14 OCR E-mail.

www.agg.com

Page 2

Legal Insight
Attorneys at Law

Authors and Contributors
H. Carol Saul
Partner, Atlanta Office
404.873.8694
carol.saul@agg.com

Madison M. Pool
Associate, Atlanta Office
404.873.8514
madison.pool@agg.com

not if, but how.

®

About Arnall Golden Gregory LLP
Arnall Golden Gregory, a law firm with more than 150 attorneys in Atlanta and Washington, DC, employs a “business sensibility”
approach, developing a deep understanding of each client’s industry and situation in order to find a customized, cost-sensitive
solution, and then continuing to help them stay one step ahead. Selected for The National Law Journal’s prestigious 2013
Midsize Hot List, the firm offers corporate, litigation and regulatory services for numerous industries, including healthcare, life
sciences, global logistics and transportation, real estate, food distribution, financial services, franchising, consumer products and
services, information services, energy and manufacturing. AGG subscribes to the belief “not if, but how.®” Visit www.agg.com.
Atlanta Office
171 17th Street, NW
Suite 2100
Atlanta, GA 30363

Washington, DC Office
1775 Pennsylvania Avenue, NW
Suite 1000
Washington, DC 20006

To subscribe to future alerts, insights and newsletters: http://www.agg.com/subscribe/

©2016. Arnall Golden Gregory LLP. This legal insight provides a general summary of recent legal developments. It is not intended to be,
and should not be relied upon as, legal advice. Under professional rules, this communication may be considered advertising material.

www.agg.com

Page 3

