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Watch This Space: 
Long-Awaited HITECH Final Regulations Are On the Way!

A government representative has announced that final regulations governing 
healthcare information privacy, security and enforcement can be expected by 
the end of the year, if not sooner. Susan McAndrew, the Deputy Director for 
Health Information Privacy at the U.S. Department of Health and Human Ser-
vices, Office of Civil Rights, reportedly told an audience at a Washington DC 
conference last week that final rules would be issued in an “omnibus” package 
“within months, if not weeks.”

The new regulations are designed largely to conform existing Health Insur-
ance Portability and Accountability Act (HIPAA) regulatory requirements to 
changes in the law wrought by the Health Information Technology for Eco-
nomic and Clinical Health Act (HITECH), which was enacted in February 2009 
as part of the “Stimulus Bill”—otherwise known as the American Recovery 
and Investment Act of 2009. Among HITECH’s mandates are requirements re-
lated to the notification of privacy and security breaches of protected health 
information, the expansion of privacy and security obligations to “business 
associates” of HIPAA-covered entities, as well as enhanced HIPAA enforcement 
authority and penalties.
 
The Office for Civil Rights (OCR), the federal agency charged with HIPAA 
enforcement, issued its proposed HITECH regulations on July 14, 2010. Since 
then, the industry has been waiting patiently for the other shoe to drop. The 
wait may not go on much longer. According to Deputy Director McAndrew, 
her office is “quite far along,” on the finalized rules, reportedly joking that “one 
of us will be out the door by the end of the year, and I hope it’s the reg.” Sourc-
es indicated that she clarified, “I really am hoping that we are now targeting 
months, if not weeks, for the publication.”

It is expected that the publication will include final provisions on the HITECH 
modifications of HIPAA privacy and security requirements, data breach noti-
fication, and increased penalties for non-compliance with HIPAA. The com-
ing omnibus rule will also include final regulations that address prohibitions 
against the use of genetic information for insurance underwriting, pursuant 
to the Genetic Information Nondiscrimination Act. Also expected from OCR, 
perhaps even prior to the omnibus package, are newly proposed rules on re-
quirements governing an individual’s right to an accounting of disclosures of 
his or her protected health information, even for reasons related to treatment, 
payment and healthcare operations, disclosures previously exempted from 
the accounting requirements. 

In anticipation of the final rules, OCR has already given strong indications 
that its continued enforcement efforts will be vigorous. Two cases already 
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this year have resulted in fines in the millions of dollars. A case against Massachusetts General Hospital was 
resolved in February for $1 million and the imposition of a three-year corrective action plan, and Maryland’s 
Cignet Health found itself on the business end of a $4.3 million civil monetary penalty. If these cases are not 
enough motivation to remove HIPAA compliance from the back burner, it is also worth noting that OCR has 
called in the cavalry: a national program to train state attorneys general on how to file HIPAA complaints in 
federal court is currently underway.


