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Cignet Health Tagged with $4.3 Million Civil Money Penalty 
for Violations of HIPAA Privacy Rule

On February 22, 2011, the Department of Health and Human Services Office 
of Civil Rights (OCR) released a Notice of Final Determination finding that 
Cignet Health (Cignet), a health system in Maryland, violated the Health Insur-
ance Portability and Accountability Act (HIPAA) Privacy Rule. OCR imposed 
a civil money penalty (CMP) of $4.3 million for the violations. The CMP is the 
first ever levied by OCR for a HIPAA violation and was authorized by the new 
penalty provisions in Health Information Technology for Economic and Clini-
cal Health (HITECH) Act.

The Notice of Final Determination followed an October 20, 2010, Notice of 
Proposed Determination in which OCR alleged that Cignet violated the rights 
of 41 patients by denying them access to their medical records in 2008 and 
2009. Under the patient rights provisions of the Privacy Rule, a covered entity 
such as Cignet must provide a patient with a copy of their medical records no 
later than 60 days from the patient’s request. According to OCR, many of the 
patients were requesting the copies so that they could obtain services from 
physicians outside of the Cignet system. The patients filed complaints with 
OCR, which initiated investigations of the complaints. 

Cignet allegedly refused to cooperate in any way with the OCR investigation. 
The Notice of Proposed Determination identifies numerous instances in which 
Cignet ignored OCR’s requests for documents and failed to comply with an 
OCR subpoena. Cignet ultimately produced the records requested by OCR but 
did not take any other action to respond to the complaints or settle the matter. 

The $4.3 million CMP is composed of two parts: $1.3 million for the violations 
of patient rights, and $3 million for failure to comply with OCR’s investigation. 
The CMP was based in large part on the increased penalty provisions enacted 
as part of HITECH. The Notice of Final Determination and Notice of Proposed 
Determination are available for viewing here.1

Massachusetts General Hospital Settles Alleged HIPAA Violations

In related news, on February 24, 2011, OCR announced that The General 
Hospital Corporation and Massachusetts General Physicians Organization, Inc. 
(collectively, Massachusetts General) agreed to a $1 million settlement re-

1 http://www.hhs.gov/ocr/privacy/hipaa/news/cignetnews.html
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lated to alleged HIPAA Privacy Rule violations. The settlement was encompassed in a Resolution Agreement, 
which requires Massachusetts General to develop a comprehensive policy for compliance with the Privacy 
Rule. 

The Massachusetts General settlement relates to the accidental loss of the protected health information of 
nearly 200 patients, including many patients with HIV/AIDS. The information included names, dates of birth, 
diagnoses and health insurance information. The information was lost by a Massachusetts General employee 
who had taken records home and then left them on a subway train. The records were never recovered. 
 
A copy of the Resolution Agreement is available here.2

2 http://www.hhs.gov/ocr/privacy/hipaa/news/mghnews.html
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